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	Victims of Cyber Crime

Note on Remedies 




Potential Remedies
1. Protection from Harassment Act 1997
2. Communications Act 2003

3. Offensive Behaviour at Football and Threatening Communications Act 2012 
4. Malicious Communications Act 1988 – England only

5. Defamation

6. The Electronic Commerce (EC Directive) Regulations 2002

7. Confidential Information

8. Criminal Licensing and Justice (Scotland) Act 2010
1.

 PROTECTION FROM HARASSMENT ACT 1997
· S.1(1) A person must not pursue a course of conduct—

(a) which amounts to harassment of another, and

(b) which he knows or ought to know amounts to harassment of the other.

· S.8(5) In an action of harassment the court may, without prejudice to any other 
           remedies which it may grant—

(a) award damages;

(b) grant—

(i) interdict or interim interdict;

(ii) if it is satisfied that it is appropriate for it to do so in order to protect the person from further harassment, an order, to be known as a “non-harassment order”, requiring the defender to refrain from such conduct in relation to the pursuer as may be specified in the order for such period (which includes an indeterminate period) as may be so specified,

but a person may not be subjected to the same prohibitions in an interdict or interim interdict and a non-harassment order at the same time.

Ferguson v British Gas Trading Ltd [2009] EWCA Civ 46

· Confirms that the conduct need not be physical

· Sending of many, or offensive, letters could constitute harassment

Neocleous v Jones [2011] EWHC 3459 (QB)
· J harassed N and his law firm, EC – N sought injunction under Protection from Harassment Act 1997, in particular using the internet for the purpose of harassing

· It was clear from the evidence that J intended to use his IT skills to go on harassing  N and his clients

· Multiple threats and communications were made over a period of time 

· Communications on the internet, some of which made explicit his intention of causing maximum anxiety, inconvenience and commercial damage to EC

· EC and N granted relief sought

Law Society v Kordowski [2011] EWHC 3185
· K created a website “Solicitor’s from Hell”

· Harassment designed to protect persons from being subjected unfairly and unlawfully to distress
· The website had caused individuals distress and alarm for which no defence existed, since it was clear that the course of conduct did not fall into any of the categories under s.1(3) of the 1997 Act
· Perpetual injunction granted 
Thomas v News Group Newspapers Ltd [2001] EWCA Civ 1233
· Sun newspaper published an article which unnecessarily referred to T as "a black clerk" and, further, had suggested that, had it not been for her race, two police officers would not have been subject to disciplinary proceedings over remarks made about a third party in T's presence
· Held, dismissing the appeal, that the publication of a series of articles in a newspaper could constitute a course of conduct amounting to harassment for the purposes of s.1(1) of the Act. 
· On the facts of the instant case, it was foreseeable that the articles in question would have been likely to provoke a racist reaction and that as a result, T would have been caused distress.
· Harassment is conduct targeted at an individual which is calculated to produce the consequences described in section 7 and which is oppressive and unreasonable

2. 

S.127 COMMUNICATION ACT 2003
(1) A person is guilty of an offence if he—

(a) sends by means of a public electronic communications network a message or other matter that is grossly offensive or of an indecent, obscene or menacing character; or

(b) causes any such message or matter to be so sent.

(2) A person is guilty of an offence if, for the purpose of causing annoyance, inconvenience 
     or needless anxiety to another, he—

(a) sends by means of a public electronic communications network, a message that he knows to be false,

(b) causes such a message to be sent; or

(c) persistently makes use of a public electronic communications network.

DPP v Collins [2006] UKHL 40

· The offence under the Communications Act 2003 s.127(1)(a) required proof that a person, who had sent a message by means of a public electronic communications network, intended his words to be offensive to those to whom they related or be aware that they might be taken to be so, but a culpable state of mind would ordinarily be found where a message was couched in terms liable to cause gross offence to those to whom it related. 
· It made no difference to criminal liability whether a message was ever actually received or whether the persons who received it were offended by it.
· It was plain from the terms of s.127(1)(a) that the proscribed act, the actus reus of the offence, was the sending of a message of the proscribed character by the defined means. The offence was complete when the message was sent.
· In contrast with section 127(2)(a) and its predecessor subsections, which require proof of an unlawful purpose and a degree of knowledge, section 127(1)(a) provides no explicit guidance on the state of mind which must be proved against a defendant to establish an offence against the subsection.
3. 
OFFENSIVE BEHAVIOUR AT FOOTBALL AND THREATENING COMMUNICATIONS ACT  2012
s. 6 Threatening communications

(1) A person commits an offence if—

(a) the person communicates material to another person, and

(b) either Condition A or Condition B is satisfied.

(2) Condition A is that—

(a) the material consists of, contains or implies a threat, or an incitement, to carry out a seriously violent act against a person or against persons of a particular description,

(b) the material or the communication of it would be likely to cause a reasonable person to suffer fear or alarm, and

(c) the person communicating the material—

(i) intends by doing so to cause fear or alarm, or

(ii) is reckless as to whether the communication of the material would cause fear or alarm.

(3) For the purposes of Condition A, where the material consists of or includes an image (whether still or moving), the image is taken to imply a threat or incitement such as is mentioned in paragraph (a) of subsection (2) if—

(a) the image depicts or implies the carrying out of a seriously violent act (whether actual or fictitious) against a person or against persons of a particular description (whether the person or persons depicted are living or dead or actual or fictitious), and

(b) a reasonable person would be likely to consider that the image implies the carrying out of a seriously violent act against an actual person or against actual persons of a particular description. 

(4) Subsection (3) does not affect the generality of subsection (2)(a).

(5) Condition B is that—

(a) the material is threatening, and

(b) the person communicating it intends by doing so to stir up hatred on religious grounds.

(6) It is a defence for a person charged with an offence under subsection (1) to show that the communication of the material was, in the particular circumstances, reasonable.

(7) A person guilty of an offence under subsection (1) is liable—

(a) on conviction on indictment, to imprisonment for a term not exceeding 5 years, or to a fine, or to both, or

(b) on summary conviction, to imprisonment for a term not exceeding 12 months, or to a fine not exceeding the statutory maximum, or to both.

4. 

MALICIOUS COMMUNICATIONS ACT 1988
 

ENGLAND ONLY

1.— Offence of sending letters etc. with intent to cause distress or anxiety.

(1) Any person who sends to another person—

(a) a letter, electronic communication or article of any description which conveys— 

(i) a message which is indecent or grossly offensive;

(ii) a threat; or

(iii) information which is false and known or believed to be false by the sender; or
(b) any article or electronic communication which is, in whole or part, of an indecent or grossly offensive nature,is guilty of an offence if his purpose, or one of his purposes, in sending it is that it should, so far as falling within paragraph (a) or (b) above, cause distress or anxiety to the recipient or to any other person to whom he intends that it or its contents or nature should be communicated.

(2) A person is not guilty of an offence by virtue of subsection (1)(a)(ii) above if he shows—

(a) that the threat was used to reinforce a demand made by him on reasonable grounds; and 

(b) that he believed , and had reasonable grounds for believing, that the use of the threat was a proper means of reinforcing the demand. 

5. 

DEFAMATION 
· A claimant who is successful in an action for defamation may seek damages and/or an interdict to prevent further leaking of the defamatory material. 
· Damages will be awarded to reflect the extent to which the defamed person’s reputation has been affected or diminished as a result of the posting of defamatory material. 

· An interdict will only be of benefit where it is possible to contain the further distribution of material to third parties. Where the information is already in the public domain, an interdict may be of little benefit and difficult to obtain and enforce. In these circumstances damages should be sought. 

· See s.12 Human Rights Act 1998 regarding exceptions under freedom of expression and public interest considerations.Parties who publish or host defamatory material (eg on a website) can be put on notice that the material they are hosting is defamatory. Failure by hosting Parties to remove defamatory material despite being put on notice may result in damages being sought against them as well as the original author of the material. 

Godfrey v Demon Internet Limited [1999] 4 All ER 342 

· “In my judgment the defamatory posting was published by the defendants and, as from 17 January 1997 they knew of the defamatory content of the posting, they cannot avail themselves of the protection provided by section 1 of the Defamation Act 1996 and their defence under section 1 is, in law, hopeless.”
6.  
THE ELECTRONIC COMMERCE (EC DIRECTIVE) REGULATIONS 2002
· Reg. 19 Where an information society service is provided which consists of the storage of information provided by a recipient of the service, the service provider (if he otherwise would) shall not be liable for damages or for any other pecuniary remedy or for any criminal sanction as a result of that storage where—

(a) the service provider—

(i) does not have actual knowledge of unlawful activity or information and, where a claim for damages is made, is not aware of facts or circumstances from which it would have been apparent to the service provider that the activity or information was unlawful; or

(ii) upon obtaining such knowledge or awareness, acts expeditiously to remove or to disable access to the information, and

(b) the recipient of the service was not acting under the authority or the control of the service provider

· For any party hosting storing unlawful material to avail themselves of the defence in the E-Commerce Regulations hey must act expeditiously once they have been notified that they are hosting defamatory material
Twentieth Century Fox Film Corp v British Telecommunications Plc [2011] EWHC 1981 (Ch), at para 160

· Confirmed that there is no limit on the type of injunction that may be granted requiring a service provider to terminate or prevent an infringement.

7. 

CONFIDENTIAL INFORMATION
· It is competent to seek an interdict or damages for the dissemination of confidential information
Coco v AN Clarke (Engineers) Ltd [1968] FSR 415

· Information must have the necessary quality of confidence

· Information must have been imparted in circumstances importing an obligation of confidence

· There is an unauthorised use of the information to the detriment of the original communicator of the information

De Maudsley v Palumbo [1996] E.M.L.R. 460
· In deciding whether an obligation of confidence had been imposed, whilst the question of whether the parties thought themselves to be under an obligation to preserve confidence was a factor to be considered, the test was an objective test

8.                           S.39 Criminal Justice and Licensing (Scotland) Act 2010
(1) A person (“A”) commits a criminal offence, to be known as the offence of stalking, where A stalks another person (“B”).


(2) For the purposes of subsection (1), A stalks B where—

(a) A engages in a course of conduct,

(b) subsection (3) or (4) applies, and

(c) A's course of conduct causes B to suffer fear or alarm.


(3) This subsection applies where A engages in the course of conduct with the intention of causing B to suffer fear or alarm.

(4) This subsection applies where A knows, or ought in all the circumstances to have known, that engaging in the course of conduct would be likely to cause B to suffer fear or alarm.

Definition of ‘conduct’:
(6) In this section—

“conduct” means— 

(a) following B or any other person,

(b) contacting, or attempting to contact, B or any other person by any means,

(c) publishing any statement or other material—

(i) relating or purporting to relate to B or to any other person,

(ii) purporting to originate from B or from any other person,

(d) monitoring the use by B or by any other person of the internet, email or any other form of electronic communication,

(e) entering any premises,

(f) loitering in any place (whether public or private),

(g) interfering with any property in the possession of B or of any other person,

(h) giving anything to B or to any other person or leaving anything where it may be found by, given to or brought to the attention of B or any other person,

(i) watching or spying on B or any other person,

(j) acting in any other way that a reasonable person would expect would cause B to suffer fear or alarm, and

“course of conduct” involves conduct on at least two occasions.
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